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Annex1: General specifications of the security surveillance system
The proposed security surveillance system e i jlaa 9 FREANTFT W] AUad o S O ang
171 must be an open standard based on Internet (IP) 30l alas i Y1 J S 53 gy b /1
Protocol (IP) network system ) ] )
System must contain a program capable of Gl Je jalE sl ebin e pUaill g ging o
simultaneous recording, playback, storage, Dl eanl e dbim ol o) ead] S o o .',‘ . |
copying and remote access without any ‘-”J df; 5 Al - T = u")'d 2
adverse effect on any of the functions. il g G ) (o S 50 2as (e QL)
Management software should provide camera sl Sl axe 5oy o) Gang AUl 3513 el zeali il
number, location, Date & time of recording i) 25 oMl Jimnill g g A 35 ) ALl LSl
1/2 generated by system server, forced masking U.. ’ ‘ﬁd o ] ”_?’U o Uil T Lf;“ 1 w2
(password protected) in recorded video and A ald o ggsing o)) g pllaill pala ) 52
alarm management Jasal) gaaadll Jay 55 8 (Aasa g ye 4alS) (g il
Images recording and storage system's BENEREE
erformance must be checked daily. I . - oo '
P y Adafilal) ) guall ¢ 385 9 Joad aldS Jae (e 2SN aayg
R IS
Cameras used in the system must be Vandal e e\_j;.,_ﬂ\ =0 Faadt el il KU (g gl O ey
proof, Tamperproof Weatherproof and . . e .y
Day/Night according to the environmental Jal gad o glia s 3] jall o slia sy paill auia  glie e
1/3 requirements Lad g I/ g el psaill dpald e g skl [ 1/3
LAl clliaiall
Cameras must be suitable for operation under 5ol la yo (A Jeall duilie &l jualSl) () oS5 O cany
14 extreme temperature, relative humidity and Sl aae dpald g A Ay gl g Aadi e | 144
non-condensing.
Cameras used in the system must cover the Jladll (,Ua.'d\ o A Tall )l KN dass O e
required field of view and its details day and o i e - = .. o
night. Panoramic coverage through PTZ or o O g AL kil ) ety S Ay sl
multi-lens megapixel cameras is a MUST PTZ o &ill A48 4S jate & jalS aladin) JAA (e
1/5 wherever required : | 15
quired. i) e lwanl) 3aaaie JeuSuline )yl €
REICREWN
System must have sufficient storage system for Leald @l (p3aisaay Ao bl g ¢tay Ol
all camera recordings for a period of 120 days, G ay Jaaudll g la sy 120 53l 3l gl
in MPEG-4 or H.264 format or better quality ub o i f.’éf{i i > bi !
compression techniques. The recording frame T oo S H'ZG‘Ef MBEG-4
1/6 rate and resolution must be programmable from OsSi O‘S‘.—*A.-J gsaslls LY dadde judasa | 176
the user level. It should give the ability to b2l ) g el (5 giaa (e daa pll AL
customize also quality of the video output u—u\—wi le gnwllsagad e i Juaad le 3 yadl
based on the viewing needs and storing ’ e e ) e e
capacity. A aaa g Ayl Claly
The minimum recommended camera resolution . . L&
U e EesEnEL aSplae 98 1 Sl & gua f 4y oa sall (YT 2SI )17
Cameras used in the system for outdoor and Ghalial albaill 8 daadiieall & Kl (5 gia3 o
indoor specific areas must have Auto-iris, Auto- AT I 3 2
. r Auto-iris .4.\.;4\; ‘_AQ Gl dA‘J} C‘)IA LRRE VY
ICR, Auto-exposure, Backlight compensation, &S e . .
1/8 Wide Dynamic Range, Contrast Enhancement, Auto-CR, Auto-exposure, Backlight = compensation, 1/8

Digital Noise Reduction, Digital Image
Stabilization, Privacy masking, Motion detection,
Digital/Optical zoom, Multiple Gain Control, White

Wide Dynamic Range, Contrast Enhancement, Digital
Noise Reduction, Digital Image Stabilization, Privacy
masking, Motion detection, Digital/Optical zoom, Multiple
Gain Control, White Balance, Intelligent Video Analytics,




Balance, Intelligent Video Analytics, Audio I/O,
VPS/Interlaced scanning features.

Audio 1/0, VPS/Interlaced scanning features

1/9

Sufficient lighting arrangement must be
provided for the cameras according to the
location and requirement
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1/10

Sufficient lighting should be provided in the
sites of long-range vision to cover the area of
surveillance
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High quality infrared camera must be used in
full dark areas.
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The camera representation of the object for
monitoring should be as follows:

a. For identification purposes — the figure
should cover at least 120% of the screen height
b. For recognition purposes — the figure
should cover at least 50% of the screen height
C. For detection purposes — the figure
should cover at least 10% of the screen height
d. For monitoring purposes — the figure

should cover at least 5% of the screen height

;gltﬂ\j;ﬂ\ulneM;M\ﬂlﬁ\MJQ}SgQ\g_\;g
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For number plate recognition, the
recommended screen image representation
must be at least 50% of the screen height.
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A single CCTV operator should monitor no
more than nine (9) camera displays at any one
time in a standard 32” wall screen. At any
given circumstances, the number of cameras
per display screen will depend primarily as the
size of the screen. A separate viewing displays
or area may also be required for reviewing
recorded video.
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1/15

A single CCTV operator should monitor no
more than nine (9) camera displays at any one
time in a standard 23” Desktop screen.
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Local Area Network (LAN) infrastructure must
be highly available, reliable, secured and able
to support a growing number of CCTV devices
in the network. Infrastructure cabling must be of
the latest specifications and quality.

(LAN) Alaall 480 20 4_ginil) 4l 0S5 o camg
Lale Alaie V) 1Koy g aial (<8 o g Laila s jd g e
aldai b el (e 2yl jiall aaall acal) cpals e 5,08
O diacill Al 5S35 o can LS 2uiaY) 48)
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Infrastructure must be concealed and protected
by industrial standard weatherproofing, anti-
tamper and anti-RFI material.
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CCTV system must be an integral part of the
whole IP based network Infrastructure system.
The network infrastructure should be able to
carry a high quality, high resolution, real time
video in a converged voice/video and data
network.
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Remote Wide Area Network (WAN)
connectivity must be secured with the latest
encryption/decryption techniques to preserve
the authenticity without compromising the good
quality video transmission over the network.

(WAN) domy ) A8l amdl Juai¥) 0555 o o
e Bliall ja il eliy/ padil) Cli Gaaaly cane
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The system must also support NTP (network
time protocol) to synchronize the system time
of the video to a reference time for time
stamping
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Camera numbering and location details in
display and recording must be according to site
and location to easily distinguish captured
scenes
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System must have full function control unit
(joystick control unit and touch screen feature if
its available) including keyboard and mouse
facility to use with.
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The system should ensure that the image and
video being produced is tamperproof and
cannot be altered. The recording shall have an
audit trail feature.
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System administration must contain different
levels of user privileges and roles in
accordance with the users’ responsibilities.
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The system must contain search feature of the
material recorded by the number/name of
camera, location, and time and date
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The system must have the ability of long term
storing on external storage devices as well as
copying on different external media

Sashll cp Al e sl el (sal ¢3S o) sy
Ll g e fendl) Gl g cdgn Al 3830 5 36l e
Adliae 4 s
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The system should also allow for backup of
specific data on any drives like CD/DVD/Blu ray
Recorders or any other device in a format
which can be replayed through a standard PC
based software. Log of any such activity should
be maintained by the system which can be
audited at a later date.

bl Jhlia¥) il e Lial aUaill ey o)) sy
Blu /DVD /CD U=l 3l Gl jae gl Ao 3232l
AR (e L e oS A A AT Slea 6 sl ray
e Bliall x5 Al Al 5 snasl) el o
OSay g allail) 38 e Jail) 138 (e L 6Y Jas
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The recorded video should be exported in its
native file format (i.e. without converting
between formats) to maintain image quality and
no additional compression should be applied
during the export process.

¢ guall 83 o o Jalaall (Al (o a3 (552 ()
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The system must have a UPS backup power to
run the whole system for NOT less than one (1)
hour in case of power failure

UPS 48Uall 2y 5 35 ey Uy oUdaill (50 () 90 o cam
e (1) Baa) 5 Aol s alasl alail) Jyaial el
o eSl Ll el Al 8 JEY)

1/29

1/30

The system must have a hot standby system
with automatic changeover in case of any fatal
failure in the active system.
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The system must have a corrective and
preventive maintenance contract or periodical
Service Level Agreement (SLA) for its

4ld 5 5 Lym gl Al i QU (5 ()50 O oy
bl 45 ) 52l (SLA) 450 leds (5 giuse 458LE5) Sl
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operational life which includes but not limited to
the following:

a) Cleaning the equipment

b) Repairing or replacing faulty equipment

c) Fitness for purpose checks

d) Maintaining camera positions and

focus

e) Upgrading the system software

f)  Equipment warranties

g) Maintenance logs and audit report
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Annex 2: General specifications for the security control room
Main Control room must have the proper size PP FEL PO P PR ol sy
and space for monitors and operators, oAU s . b el dnlie Gl
ventilation and lightings, access security and u ?f” i .;J ua)’d ‘T’ s e e };

2/1 alarm system, sufficient power system and the (;Ua.a Bk o O a3 )0 4—1}6—’;‘—"3 OsSS 2/1
required communication system for local and o eS Al sl syl aUas g eI J Al
police authority emergency communications. i daa YL Ll e g a3 Ols sils

L) shll AV 8 YLl
The Control room should be operational around delidl jlae Ao ddlad SSasll 38 e (<3 o) s
2/1 | the clock throughout the year 212
9 y Ll Jl sk
Should have the required number of personnel (e slhaall aaal) e Saill 48 je (g gias o)

2/3 to operate, manage and maintain the system as AL AU A 3 )8l J N sl cpila ol | 213

well as the required training. <= = J,\‘j e,
2o Gl i )
Three (3) work shifts of eight (8) hours for S Jae A (3) A ‘_A-_ 5 aad Qi TN
operators must be performed to maintain the T Lo .yl N
24| 24x7 round the clock operation.. Gy Cpladall ‘\j’}’ S dae Slelu (8) (A (e | 2/4
A.GLHJ\ J\AA‘_AL d.ar_'é‘)‘gdéﬁkﬂ
If there is need, the control room must have a il Al b oSl dd e sal 0 5S) o sy

2/5 direct hotline connectivity to the National U Cllas 130 ke ) salall s ot 2/5
Command Center. oY) A il 8L S e
If required, the control room must have a ASaill el Juail aSaiill 44 je sal ()5 ol

2/6 secured connectivity for remote monitoring to U s 130 ke o1 salal s . 2/6
the National Command Center. Yl B G'L”d el S e &e s
The Control room must have an electronic JsRa ) s ol o oSl 38 e (g ¢ias ol

2/7 security access gnd a power back up system in o ol Baill 4 dalgia ) Al jeS Al er\ @})&\ o7
case of power failure. ] = et
The Control room must have physical Llaall s jeal e pSatll A8 e (g g0aS o s

2/8 protection and safety devices. ) LSl 2/8
For any emergency, the room must have an Aol edal A dad d jal) sal s S o caay /

2/9 evacuation plan for the safety of the personnel. ok gsi ¢y gam Alla @ Gl g puils gal 2/9
The control room must have proper lighting and 4 sl g 3elizaly) e (,S;ﬂ\ 48,8 (5 9ia3 QT TN
ventilation. The room must also be equipped 2 9 S wdl eSS o cadl T e Ll
with physical protection and alarms for any S J’J UJ&U N G T

2/10 @ 2 AV gad 5 Adldl s leall 3 36l | 2/10

external attack and intrusion detection system
to prevent unauthorized entry.
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Annex 6: Technical specifications for shopping and entertainment centers
Include recreation centers, shopping sl Lo Ay ylal) Adasil) g (3 guaill g ad 3l 5S) je Jadi
complexes and centers of commercial activities =TT g
as follows: gl 1
1. Mall Phednae 2
6/1 2. Amusement parks d;aﬂ‘ s 3 6/1
3. Shopping centers . . >
4. Galleries of artwork and others la e 5 4l Jee W [ all eVl 4
5. Cinema floors dlaind) 2Y) (e 5505
Annex (1 and 2) should be applied on the L) clbllid) Ly (2 51) a8 Galal) Gk g
6/2 security requirements and general technical el Al Ciliaal sall 6/2
specifications
e Provision of cameras (according to site & sall o (285l glial quua) &l jpals 4l g 6/3
requirement) at the following locations: 4
o/31 | Allentrances to the facility to enable CSay G sLaiall ) 40 5all Ja bl asan 6/3/1
person identification oaddll L e iyl
At the entrances and inside the general Aalall e shuall Jala s Jalaal) vie
6/3/2 | stores, warehouses (equipment) and Llagdl e d gisa g Cilaadll Gled sisa g | 6/3/2
warehouse (precious gifts) dadl)
At the entrances of restaurants, a8 380 ya g by ISl 5 acUaall Jadae die
6/3/3 | cafeteria, and centers providing | seeall cilaaal) | 6/3/3
services to the public )
6/3/a | PTZand fix cameras in Corridors of gl O e (A AL 5 AS jaie O S 6/3/4
gold, jewelry and valuable goods shops Al CL.J\} Gl gl g dll s
6/3/5 | PTZ and fix cameras in the main lobby gu:éj\ gyn| st a8 548 jaie Gl S | 6/3/5
6/3/6 | Corridors of the facility on each floor Gla JS A sLiiall &l yee | 6/3/6
All reception desks to enable person ol Sy Cuay JLEaY) Y gUa asea
6/3/7 | ., LT Te e 6/3/7
identification and recognition il i e
i i a3} gl Yl I3 jea) a8)
6/3/8 All sites of ATMs and public il gl 5 (V) Bl _pall 3 el o8 e 6/3/8
telephones A4 ganl)
All cash/finance desk and counters to OSay Euay éﬁ-h-.aj\ Y gl aen
6/3/9 | enable client and cashier/employee cabh gall e g G Bl dya e (ol | 6/3/9
identification daadl) axia
In Private Repositories for baggage, Lada 5 cailiall o 5 Aalal) o jlaad) 8
6/3/10 > ) . oo | 613110
commodities and personal belongings atilay)
In Entrance area of private, visitor and e go st B s gasiaes
6/3/11 | <ervice elevator of a facility, if any Glaally 2l g3 fas 39201 g3 ey | 6/3/11
Adlpuall ey Ly Sl 5 (58 al)
Gleadldl g




6/3/12 | Entrances to staircases and escalators Al eI aDDLll 5 AIBL) Jaae | 6/3/12

6/3/13 | All emergency exits/doors () shall dilie il sl aaen | 6/3/13

6/3/14 | Assembly points in case of emergency s shall YT aeaill Llss | 6/3/14

6/3/15 | All points of fire equipment Gl 3 3¢l Lali saen | 6/3/15
Entrances and exits of car parkings G bd) () gy daldl) & il 5 Jalaal)

6/3/16 and. parklng lots to enable reading of ) 2l s ) el (S Cuns | 6/3/16
vehicle license plates and person sy s Sle iyl
identification 5 - 7
At Pick & Drop points of visitors’ cars e LIS )l 55 2 gmaca g g 53 dlhaka e

6/3/17 | in facility to enable reading of vehicle 3okl da gl dua ) (S Sy &l L) | 6/3/17
license plates and person identification u‘,t;:.‘y\ Jaaadt g

i i Slala 84l 5 A4S jatia Gl S i

6/3/18 .Installatlon. of PTZ and Fixed cameras « by e Gl els ¢ = A 6/3/18
in car parking areas il Hlad) ) ga

6/3/19 Goods loading and un-loading and Cileaall 3y bl A i shlie | 6/3/19
services areas 3 Ny phall G
Chamber / Room for gas cylinders dabaiall g Slall U slasl 48 )2 [ pana

eI and the surrounding area idan 6/3/20
Chamber / Room for electricity and 7 RRAL_a .,

6/3/21 the surrounding area W\ Mln.ml\} a\_j)gﬁ\ 43 o /tAA.A 6/3/21
Chamber / Room for Water reservoirs - sy T

dasaall dakaiall g bl )

6/3/22 and the surrounding area i soball QoA A2/ eae | 6/3/22
Chamber / Room for Central Air- TRV . | Caall 1

6/3/24 | conditioning facilities and surrounding 3ol Sl ana B8 2 ] o 6/3/23

area
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